
 

 

 

 

 

 

 

 

 

 

 

 

 

The 25 Worst passwords of 2012 (Have you used any of these?) 

1 password 
 

6 monkey 11 iloveyou 16 123123 21 jesus 

2 123456 7 letmein 12 trustno1 17 welcome 22 Michael 
 

3 12345678 
 

8 dragon 13 1234567 18 shadow 23 ninja 

4 abc123 9 111111 14 sunshine 19 ashley 24 Mustang 
 

5 qwerty 10 baseball 15 master 20 football 25 password1 
 

 

 

 

 

Do you know what 

makes a good password? 

You can find out at howsecureismypassword.net 

The results may scare you (Works best in Firefox or chrome) 

How long would it take a hacker 

to gain access to your accounts?  

How secure are 

your passwords? 

DID YOU KNOW??? 

55% of internet users claim they use the same passwords for most websites they visit 

 

http://www.howsecureismypassword.net/


 

 

 

A good password needs to be hard for a person to guess and for a 

computer to work out. Most hacks are committed by people the 

victim knows. For this reason don’t make your password guessable.  

These are some of the things to avoid: 

 Your Name or initials 

 Nicknames 

 Jobs 

 Birthdate 

 Family names and birthdays 

 Pets 

 Phone numbers 

 Favourite pastimes 

 Favourite bands or films 

 Any combinations of the above 

 

 

The golden rules of passwords 

Never, Ever, EVER use the same password for more than one website. You could have the strongest 

password in the world but if one website gets hacked you could leave yourself wide open. If somebody 

hacked your Facebook, could they then access your email, or your bank? 

Don’t share your passwords with anyone! Not family members, friends, people phoning up claiming to work 

for the internet, nobody! 

Don’t leave them lying around on scraps of paper waiting to be found. Most hacks are carried out by 

somebody the victim knows. 

Memorable information should only be memorable to you - Some websites are not secure. “We will reset 

your password if you tell us your pet’s name”. Any one of your Facebook friends could probably find this 

information. If you are not the only person that knows the answer, it shouldn’t be your 

security question.  

 

 

Your dog may be amazing but he’s really 
terrible at being a password 

(CC image courtesy of wZa HK on Flickr) 

DID YOU KNOW??? 

Some brute force password hacks are capable of 4 billion different password attempts 

a second 

 

https://secure.flickr.com/photos/wza/338135581/


Please do not use any of these examples for your own passwords, use the techniques to develop strong 

passwords of your own 

Tip 1 - A Good password doesn’t need to be difficult to remember, it’s all about the length 
https://xkcd.com/936/ 

Which password is better?  

%L0cK3d%  alongandsimplepassword 
Lowercase letters? yes  Lowercase letters? yes 

Uppercase letters? yes  Uppercase letters? No 

Numbers? yes  Numbers? No 
Symbols? yes  Symbols? No 

Length? 8 characters  Length? 22 characters 
Time for a pc to 
crack? 

3 days  Time for a pc to 
crack? 

106 billion 
years 

This password looks great at first glance but 
computers don’t look at things the same way 
we do. A dedicated hackers computer could 
run through every single one of the 1 
quadrillion combinations of an 8 character 
password combination in three days 

 Doesn’t look like much but the simple 
addition of extra characters dramatically 
increases the possible number of 
combinations. Even if it’s only made up of 
lowercase letters, there are about 13 
nonillion (13 followed by 30 zeroes)ways to 
arrange 22 letters 

 

Tip 2 - Don’t use passwords, use passphrases 

instead 
of 

 

thebeatles  
(9hours to crack) 

how 
about 

 

Il2butsiaogits  
(98 million years) 

I’d like to be, 
under the sea, in 
an octopus’s 
garden in the 
shade 

starwars  

(Instantly. It’s in the top 
60 used passwords) 

mniC3P0.H-Cr  
(4 million years) 

My name is 
C3P0, Human-
Cyborg relations 

Football 
(20th most used 
password) 

Ttiao!Itisnow!  
(290 million years) 

They think it’s all 
over! It is Now! 

      

 
DID YOU KNOW??? 

The Average Web user has 25 separate web accounts protected by only 6.5 passwords 

 

https://xkcd.com/936/


 

I know how to make brilliant passwords now but I can only remember 

one password at a time.  

Then you need a password manager. Websites such as www.lastpass.com (one of the easier 

ones to use, my personal favourite) offer users a safe way to store their passwords in a VERY 

heavily encrypted vault. ‘Last pass’ allows you to generate and save unique, secure, 

passwords for each and every site you visit. You just need to remember your one master 

password (which should be the most secure password you will ever create) to unlock your 

vault.  

 

For more information about ‘Last Pass’ you can read the following articles 

http://technicallyeasy.net/2012/05/10-reasons-use-lastpass-manage-passwords/ 

http://lifehacker.com/5483119/the-easy-any+browser-any+os-password-solution 

http://www.howtogeek.com/121267/11-ways-to-make-your-lastpass-account-even-more-secure/ 

 

 

DID YOU KNOW??? 

Passwords are like underwear. You should change them often, you shouldn’t leave them lying 

around, and it’s not a good idea to share them with other people 

http://www.lastpass.com/
http://technicallyeasy.net/2012/05/10-reasons-use-lastpass-manage-passwords/
http://lifehacker.com/5483119/the-easy-any+browser-any+os-password-solution
http://www.howtogeek.com/121267/11-ways-to-make-your-lastpass-account-even-more-secure/

